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Ref # 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


L1 


2856 


(726/ 22-25). OCLS 


US-PGPUB; 
USPAT 


OR 


OFF 


2008/09/09 
13:34 


L2 


112 


L1 and (dynamic 
adaptive on-the-tly real- 
time "on the fly" "real 
time") with signature 


US-PGPUB; 
USPAT 


OR 


ON 


2008/09/09 
13:34 


L3 


164 


L1 and log with packet 


US-PGPUB; 
USPAT 


OR 


ON 


2008/09/09 
13:34 


L4 


309 


L1 and log$4 with packet 


US-PGPUB; 
USPAT 


OR 


ON 


2008/09/09 
13:36 


S1 


0 


((JASON) near2 ("KEITH 
BROTHERS")).! NV. 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/30 
11:59 


S2 


2 


((PETER) near2 
(BARTOK)).INV. 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:37 


S3 


2 


BARTOK PETER- D 
BARTOK- PETER- DENNIS 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:39 


S4 


0 


jason near2 Brothers 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:40 


S5 


0 


10/754713 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:41 


S6 


1833 


(726/ 22-25). OCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
14:42 


S7 


6 


S6 and determining 
near2 severity 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:44 


S3 


11 


S6 and determine near2 
severity 


US-PGPUB: 
USPAT 


OR 


ON 


2007/03/27 
14:46 


S9 


48 


S6 and blocking with 
communication 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:47 


S10 


25 


S6 and blocking adj3 
communication 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:49 


S11 


393 


S6 and (monitor 
monitering scan 
scanning) adj2 (data adj 
packets data packets) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:50 


S12 


246 


S6 and (monitor 
monitering scan 
scanning) adj (data adj 
packets data packets) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
14:51 
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SI 3 


44 


S6 and (monitor 
monitering scan 
scanning) adj (data adj 
packets data packets) 
same signature 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
15:01 


S14 


1 


(" 5623600" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
15:02 


S15 


1 


("6772345") PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
15:03 


S16 


1 


("531 9776" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
15:12 


S17 


57 


S6 and (tirewall router) 
with (block blocking) 
with (access transfer 
communication) 


I IC D/^DI ID- 
Lib" rvjrUB, 

USPAT 


OR 


ON 


2007/ 03/ 27 
15:25 


S18 


31 


S6 and threshold with 
severity 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
15:25 


S19 


1 


("7084760"). PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
16:04 


S20 


249 


block adj I P adj address 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
16:04 


S21 


1 


S20 with (virus malware 
intruder) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
16:06 


S22 


17 

14302" 


S20 and(virus malware 
intruder) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
16:22 


S23 


(disable block 
disconnect) adj 
(connection network 
communication 
download) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
1 6:24 


S24 


93 


S6 and S23 


USPGPUB; 
USPAT 


OR 


ON 


2007/03/27 
16:26 


S25 


1 


(" 6088803" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/27 
16:29 


S26 


117 


Network adj monitoring 
and S6 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/27 
16:29 


S27 


1 


10/067886 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/28 
16:24 


S28 


11 


("5319776" | "5559883" 
| "5606668" | "5623600" 
| "5835726" | "5884025" 
| "5889943" | "5935245" 
| "5960170" | 
"61311 63"). PN. OR 
(" 6772345" ).URPN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2007/03/28 
16:25 
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S29 


20 


(US-20040044912-$or 
US-20030084330-$ or US- 
20050193429-$ or US- 
20030149888-$ or US- 
20020120871-$ or US- 
20030204632-$ or US- 
20030065944-$ or US- 
20020166063-$ or US- 
20040098623-$ or US- 
20030046582-$ or US- 
20020144156-$ or US- 
20020023227-$) .did. or 
(US-6279113-$ or US- 
5319776-$ or US- 
5623600-$ or US- 
61 1 9236-$ or US- 

b/ /Vo4b-cp or Uo- 

6088803-$ or US- 
6301668-$ or US- 
7023861-$). did. 


US-PCPUB, 
USPAT 


OR 


ON 


2007/03/28 
18:02 


S30 


12 


S29 and Log 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/28 
18:02 


S31 


3 


S29 and Log with packet 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/28 
18:02 


S32 


1838 


(726/22-25). OCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/03/29 
18:01 


S33 


48 


S32 and blocking with 
communication 


US-PGPUB; 
USPAT 


OR 


ON 


2007/03/29 
18:01 


S34 


1 


("200301 26468"). PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:31 


S35 


1 


("200201 62026" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:35 


S36 


1 


(" 6609205" ).PN. 


USPGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:35 


S37 


32405 


subsequently with block 
$4 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:37 


S38 


12134 


("726").CLAS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:37 


S39 


178 


S37 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:37 


S40 


8434 


subsequently near2 block 
$4 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:38 


|S41 


49 


S40 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:38 


|S42 


10 


severity adj2 attack with 
threshold 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:45 


|S43 

! 


539 


severity adj2 attack 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:45 
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|S44 


62 


severity adj2 attack and 
firewall 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:47 


|S45 


1 


("200301 26468" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:49 


!S46 


1 


blocking with packet with 
severity with attack 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:52 


S47 


22 


Malan near2 gerald 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:52 


S48 


14 


S47 and packet 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:56 


S49 


14 


S48 and firewall 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
12:57 


S50 


1 


("20050022008"). PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
12:58 


S51 


1 


("20020032871 ").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
13:19 


S52 


1 


(" 6772345" ).PN. 


US-PGPUB: 
USPAT 


OR 


OFF 


2007/08/29 
15:15 


S53 


72 


not if $6 near2 attack 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:15 


S54 


41 


S38 and S53 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:15 


S55 


126 


block with future with 
packets 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:16 


S56 


5 


S55 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:16 


S57 


3 


(alert$5 notif$6) with 
(future subsequent) with 
block with packet 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:16 


S58 


1 


(" 7203963" ).PN. 


US-PGPUB: 
USPAT 


OR 


OFF 


2007/08/29 
15:17 


S59 


1 


(" 5835737" ).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2007/08/29 
15:18 


S60 


3007 


intrusion adj detection 
and (alarm notif$6) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:18 


S61 


243 


intrusion adj detection 
and (alarm notif$6) with 
packet 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:18 


S62 


19 


intrusion adj detection 
and (alarm notif$6) with 
packet with (block$4 
refus$4) 


US-PGPUB: 
USPAT 


OR 


ON 


2007/08/29 
15:19 


|S63 


4766 


(connection packet) with 
(drop$4 block$3) and 
(virus intrusion spam) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:21 



HI '//Cl/Docum m--< !0and<* 2 ISettingsA , aliv t] M; 20] 1113/] VSTSean hHi tc n 10754713_AccessibleVersion.htm (4 of 5)9/9/2008 1:46.42 PM 



EAST Search History 



S64 


2 


S48 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:20 


S65 


791 


S63 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:20 


S66 


1424 


(connection packet) adj3 
(drop$4 block$3) and 
(virus intrusion spam) 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:21 


S67 


354 


S66 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:21 


S68 


2453 


(notif$5 alarm$4 alert) 
with (packet connection) 
with (drop$4 terminat$4 
block$4) 


1 IO EV^DI ID- 

USPAT 


OR 


ON 


2007/08/29 
15:22 


S69 


158 


S68 and S38 


US-PGPUB; 
USPAT 


OR 


ON 


2007/08/29 
15:22 


S70 


2475 


(726/22-25). OCLS. 


US-PGPUB; 
USPAT 


OR 


OFF 


2008/03/18 
17:42 


S7i 


1 01 


S70 cind (dyricimic 
adaptive on-the-fly real- 
time "on the fly" "real 
time") with signature 


Uvj rvjar UD, 

USPAT 


OR 


ON 


pnnft m 1 ft 

£UUO/ UO/ 1 o 

17:44 



9/9/2008 1 :46:28 PM 

C:\ Documents and Settings\ Ypaliwal\ My Documents\ EAST\ Workspaces\ 1 0- 
75471 3_Virus_detection_and_prevention_of_future_attacks.wsp 
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